
BACHELOR QR 

d Metetng Systenm Threats &Sotons 

SECTRICAL ENGINEERING 

iDeitment 

NSURINSTIFTE OFTECHNOLOG 
EANA ABPL KALAM AZAL 

400064 
ECHROROG 



Al based Smart Grid Metering System-Threats s Solutions 

SIL 
NO INDIA 

OF TECHNOLORUE 

Utech 

PROJECT 

Submitted By 

Sonam Dargey Bhutia (11901620003) 

Tsheringma Tamang (1 1901621016) 

Abinab Nag (11901620011) 

Rupa $hsa (11901621026) 

Amit KAa (11901621035) 

In partial fulfilmer:;Gr the award of the degree 
f 

BACHELOR OF TECHNOLOGY IN ELECTRICAL ENGINEERING 

Under the guidance of 

Dr. Arup Das 

Head of the Department 

DEPARTMENT OF ELECTRICAL ENGINEERING, SIT 

SILIGURI INSTITUTE OF TECHNOLOGY, SILIGURI -73400G 
MAULANA ABDUL KALAM AZAD UNIVERSITY OF TECHNOLOGY 
KOLKATA -700064 



4 
TECHNO INDIA 

SLIURI INSTITUTE 
OF TECHNOLOGY 

Utech 

SILIGURIINSTITUTE OF TECHNOLOGY, SILIGURI -73400G 

MAULANA ABDUL KALAM AZAD UNIVERSITY OF TECHNOLOGY 

KOLKATA -700064 

Certified that this project synopsis �AI based Smart Grid Metering System 

Threats & Solution" is the bonafide work of "Sonanm Dargey Bhutia 
(11901620003), Tsheringma Tamag 1901621016), Abinab Nag 

(11901620011), Rupa Sharma (?062#26), Amit Kumar Ram 

(1901621035) " who carried out the sti #irking under my supervision. 

03)o|24 

BONAFIDE CERTIFICATE 

Dr. Arup Das 

Project Co-ordinator 

Department: Electrical, SIT 

Da|o6|24 Herkof the Department 

Departnent of 

Erostica! 

Engincering 

Siguri 
instiiute of 

Tehnology 

Dr. Arup D¯s 

Head of the department 

Department: Electrical, SIT 



We would like to express our deepest appreciation to all those who provided us 
with the possibility to complete this project. We give special gratitude to our 
project supervisor, whose contribution in stimulating suggestions and 
encouragement, helped us to cOordinate our project, especially in writing this 
acknowledgment. 

We are indebted to our friends who have given the effort and time in reviewing 
our work and for their valuable comments on this project. 

Their insights and expertise about AI-based Smart Grid Metering Systems have 
been valuable and helpful. 

Finally, we express our heartfelt thanks for the support and guidance of our family 
and well-wishers. 

Thank you. 

NAME & ROLL NO 

SONAM DARGEY BHUTIA 

11901620003 

TSHERINGMA TAMANG 

1190162 1016 

ACKNOWLEDGEMENT 

ABINAB NAG 

11901620011 

RUPA SHARMA 

1190162 1026 

AMIT KUMAR RAM 

11901621035 

SIGNATURE 

Shcum 



TABLE OF CONTENTS 

INTRODUCTION-

> SYSTEM COMPONENTS 2 

ESP32 1OT INTEGRATION 

BLYNK APP INTERFACES 

GOOGLE SHEET AS DATA STORAGE 

> CIRCUIT DIAGRAM 

ANOMALY DETECTION WITH ISOLATION FOREST 10 --

APPLICABILITY TO THE SMART METER DATA 12. 

DIFFERENCE BETWEEN SMART METER R ENERGY METER 13 - -. 

DATAFLOW & WORKFLOW 15. 
ESP 32 DATA COLLECTION 
BLYNK APP FOR REAL TIME MON: 
DATA STORAGE IN GOOGLE SHEETRAT) 

DATA FEEDING TO ISOLATION FORS 

> DIFFERENT TYPES OF THREATS IN POWER LINE 23 

RESULT 37 

> CODEWORKS 31 

> CHALLENGES & SOLUTIONS 38 

º FUTURE APPLICATION 39 

HOW CAN WE INCREASE THE PRACTICALITY IN A-BASED ----R 
SYSTEM? 28 -

FUTURE IMPACTS 41 

FUTURE SCOPE 

> CONCLUSION 

43 

12 

-44 

13 

-15 

-23 

25 

30 

36 

38 

39 

--41 

42 



INTRODUCTION 

The significance of smart metering in the context of the energy transition, where 

data from smart meters plays a crucial role in the exchange between energy 

suppliers, Distribution Operators (DSOs), and end- users. The focus is on 

anomaly detection within smart meter data, addressing issues such as abnormal 

events and unusual consumption behaviors in electricity distribution. 

The challenges faced by electricity companies include various anomalies in the 

energy distribution grid, ranging from broken smart meters to electricity theft. 

While remote sensing has alleviated some issues, there remains a need for human 
intervention to manually analyse and deteci amalies, posing a demand for an 

automatic process. 

The primary objective is to process and a a trom smart meters in real 

time, as these meters offer remote recording ofeicricity consumption and power 
quality. Algorithms have been developed to identify different types of errors, 

includ1ng opponent events, successive events, and eIroneouS smart meters. 

Multiple smart sensors producing the same error simultaneously may indicate a 

network-wide issue. 

The context also mentions existing work in related to anomaly detection in the 
smart energy sector. Various methods, including ESP 32 integration, Blynk IOT 
App interface, Google Sheet as Data Storage as CSV file to feed data to 
unsupervised learning such as isolation forest, are discussed for detecting 

anomalous electricity consumption. 

The visualization and statistics of the proposed solutions, and the paper concludes 
with insights into future work. 



SYSTEM COMPONENTS AND THEIR WORKING 

Hardware: -

ESP 32 - The ESP32 is a low-cost, low-power system on a chip (SoC) 
microcontroller series with integrated Wi-Fi and dual-mode Bluetooth. It 
is designed and manufactured by Espressif Systems. The ESP32 is highly 
popular in the Internet of Things (loT) domain due to its versatility, 
powerful performance, and extensive range of features. 

ESP32 I0T INTEGRATION 

Figure - 1 

The ESP32 is a versatile and affordable microcontroller that enables wireless 
communication and is commonly used in IoT (Internet of Things) projects. It has 
built-in Wi-Fi and Bluetooth capabilities, making it suitable for various 
applications, from smart devices to sensor networks. Integrating ESP32 for loI 
to collect data from a smart meter involves the following steps: 
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